
“You may never know what results come of your action, but if you do nothing there will be no result.” 

-Mahatma Gandhi 

Data Collection, Sharing, and Mining of Personally Identifiable Information 

What New York State Parents and Educators Need to Know 
 

Complete write-up can be found on the999ers.wordpress.com (Data-Mining link at top) 

 

1. Background 
- Stimulus Package -> RttT -> CCSS adoption, new data 

projects, APPR, … 

- NY awarded highest tier of RttT money $700m 

- Massive new electronic data collection & portal creation 

- What is a portal? An entry point to view data in one place.  

- Districts have always collected and sent data to NYSED. To 

this extent? No. 

- What is inBloom? Non-profit that provides the technological 

structure to obtain, store, and transmit data 

- inBloom is currently paid for by philanthropic services and 

the data dashboards are paid for by state (up to $50 million 

spent by the state as of Nov 2013.) 

- Originally 9 states signed up with inBloom and NY is only 

state still all-in 

 

2. Is all data collection, storage, and mining bad? 

What is the “cloud” and is it bad?  
-  Health care, transportation, consumer, web sites, and more 

adults making decisions regarding data v. kids not having a 

choice 

- Big Data in every industry … must use data to make 

decisions 

- Why did the Obamacare web site not work on day 1 (and still 

suffers from trouble to this day)? Multiple DB connection 

issues 

- Let education officials PROVE IT - why this massive new 

data collection is required and make them prove how it will 

benefit the learning that takes place in the classroom. 

- The “cloud” is a large number of computers connected 

through the Internet and to a host company. Think email. 

- The cloud, while not 100% secure, is more secure than local 

data storage, especially local paper based storage. But, because 

of the vast volumes of data all stored in one place, it makes it 

an ideal target for theft, corruption, and more. 

- We hear lots about why none of this should be regarded as 

anything out of the ordinary. However, we hear a lot less on 

why all of this is needed and how it benefits those students in 

the classroom. 

 

3. What are “they” looking to collect? 
- Estimated 350 data points in the NYSED Data Dictionary 

- State has never before been able to connect dots (data points). 

- What is new is the potential for 400 points of data because of 

how the data store is designed. From inBloom FAQ: "Common 

Education Data Standards (CEDS) lists more than 400 possible 

data fields that states and districts can choose to collect when 

using a service like inBloom." 

- NYSED wants: disciplinary records, parent contact info, 

single-parent household, every course taken with grades, etc. 

- NYSED wants districts to make full use of the new inBloom 

data store and provide more data that is actually needed. That's 

where the 400 fields come into play. 

- Update Jan 24: 34 state ed chiefs (including King in NY) 

have sent letter to USDoE stating that they will not share Pii 

student data with federal gov't 

 

4.   What is the bigger picture here? 
- NY's P20 Longitudinal Database Project 

- An intra-connected state system of databases all tied to one, 

new, unique child identifier that follows them for life. 

- Goal to connect the educational data to DMV, Children's 

Services, Dept of Labor, Dept of Tax & Finance, and more. 

- Data uploaded to inBloom, massaged, then presented back to 

schools in the portals. Once funding runs out, schools have to pay 

to see their own data. 
 

5. What about breaches? 
- privacyrights.org lists hundreds of data breaches in EDU (45 in 

2013 and 86 in 2012). Most higher ed, but starting to see the K12 

breaches appear (12 K12 related in 2013) 

- inBloom TOS states: "inBloom, Inc cannot guarantee the 

security of the information stored in inBloom or that the 

information will not be intercepted when it is being transmitted." 

Is state or indiv district responsible for breach? Not clear. The 

state seems to think this is ok. "Trust us." 

- A breach will happen. You cannot guarantee that it will not. 

How will they respond? Who is held liable? How will they 

contain it? 
 

6. What about FERPA? HIPPA? 
- Revised 2009 and 2011. Strengthened? No. In the 2011 

revision, at least 11 different “circumstances” that student 

information could be shared without parental knowledge or 

consent were revised or added. 

- Not revised through votes. Executive order. 

- After revisions, FERPA does not require that PII be stored 

within the US (think cloud based system with servers housed off 

shore) 
 

7. Now what? 
-  New lawsuit from NYC hearing date in late November (moved 

Jan 2014). Storing the data violates 1984 Personal Privacy 

Protection Law. (State will halt upload of data until spring 2014.) 

- Sample questions to ask your district on my site (and over). 

ASK Qs, ASK Qs, ASK Qs 

- NYS possible legislation  

* Senate: Senator Martins S.5930, Senator Robach S.5932, 

Senator Flanagan S.6007 

* Assembly: Assemblywoman Nolan A7872A, Assemblyman 

O'Donnell A6059A     

- Work with privacy advocacy groups to identify problems 

beforehand 

- Take a serious look at data collection … is it being used to drive 

instruction? 
  



“You may never know what results come of your action, but if you do nothing there will be no result.” 

-Mahatma Gandhi 

Here are questions to ask your local school districts about data collection, storage, and mining: 

 
1. Which data dashboard system has the district decided to use? 

2. What was that rationale for choosing the particular system? What were the reasons for not choosing one of the other systems? 

3. Is there a list of questions/answers the district presented to each vendor before selection? Can the community see such information? 

4. How will our students’ privacy be protected? 

5. What data information is required vs what’s optional? 

6. How long will this product be free for districts? How much will the cost be after that time period? 

7. What are the long term plans for sharing this student data? How long does the state plan to hold on to it? With whom will they 

allow it to be shared? How do parents see what was shared, or will be shared? How will corrections be made? 

8. Can district parents and students “opt out” of the collection and storage of personal information in education databases associated 

with the state's implementation and/or requirements of the federal RttT program? If so, what is the process? If not, why not? 

9. What exact data has been shared with the NYS Education Dept or officials last year, this year, and what are the plans for next year? 

10. Has the district put any limitations on the type of data that you will collect in the future? 

11. What safeguards has the district placed on both the electronic student data it stores as well as any and all paper based documents? 

12. Is the district aware of any NY State data collection and transmission requirements that were implemented for this current, or the 

next, school year? Are there any new pieces of data (referred to as data points) that the district plans, or is required, to send to State 

database(s)? Can you elaborate in any detail on the specifics of this new state data initiative? 

13. Has the district contacted any NYSED official to discuss data collection, storage, mining? If so, what was asked and what were the 

responses? 

14. What is your understanding of how the inBloom system will work? How will this benefit our district? 

15. Who is liable for a data breach of district information stored with inBloom, or used by a third party vendor through inBloom? 

16. With whom does the state share district data? With what state agencies? With what third party vendors now and in the future? 

How will that be tracked and how will parents be notified? What is the educational purpose of sharing the data with other state 

agencies, if that is taking place, and with various third party vendors? Who approves those contracts? Do the district attorneys get to 

review those contracts? 

17. How long does the state plan to hold data on district’s students? Until graduation? Through college? For life? What happens to the 

data of a student who leaves the district? Of a family who leaves the district? 

18. Did the district offer up to NYSED the ability to voluntarily share student data with vendors necessary for state use of the data, but 

not necessarily district use? 

19. What specific data does the district  send to NYSED and how is it transmitted? Literally spell out the fields for everyone to see 

(much like is now law in Oklahoma.) This would be any and all data sent under various portals, systems, spreadsheets, and reporting 

mechanisms. 

20. What new data fields is the district  required to send this year and next? What new data elements is the state collecting specifically 

as a result of using inBloom or because of the technological capability that inBloom provides? What about in the future? 

21. If the district did opt out of RttT, and one of the requirements of RttT was to send parent contact info, is that data still sent to 

NYSED and if so, for what purpose? 

22. What is the district attorney’s view of the loophole (wording) in the state’s contract with inBloom that permits a district to 

withdraw from participation in the inBloom project? 

23. inBloom Inc. states that it “cannot guarantee the security of the information stored, or that the information will not be intercepted 

when it is being transmitted.” Please detail any communication between representatives from inBloom, the New York State Education 

Department, and the district BOE members or administration regarding this statement. 

24. Please cite the specific wording and definitions in both federal and state law that requires data collection. Please also cite the 

specific pieces of data these laws are requiring the district to collect and send to the state. 

25. What happens if a student transfers from one district to another within the state? What data is sent electronically to the new district 

without parent consent? What about medical records associated with special needs students? What happens if the student transfers out 

of state, to a non-inBloom state? 

26. Why does all the state data collected about students need to be personally identifiable to each individual student? Please provide 

evidence and educational rationales that support that decision. 

27. Please explain how the new inBloom database/system fits into New York’s larger plans for a statewide P-20 Longitudinal 

Database System. What is the educational value of the statewide longitudinal database? Where has one been setup, tested, and used for 

an extended length of time (a decade or more) and found to be a valuable tool in making statewide decisions? What is the direct 

educational benefit of a P-20 system to the district community? 

28. Is the state held district student data held within systems that are maintained within the USA or is the data stored on servers 

outside of America? What specific laws govern the storage, transmission, use, and maintenance of data stored overseas, if it is? If a 

data breach happens, that involves district data, on a system stored overseas what legal implications does that present to the district? 

29. When the inBloom initiative began last spring, there were 9 states committed to some part of the process. Not even a year later and 

there are only 2 standing. What do these 7 others states know that we don’t? Why have they withdrawn? 

30. Who verifies that the state remains in compliance with all data privacy protection laws and the inBloom contract/agreement? 

31. How is the inBloom and data dashboard project funded in the short term and what are plans for long term costs and funding? What 

will this cost the district?  

32. What specific data has been shared about my child with third party vendors and over what period?  


